UNITED STATES MARINE CORPS
MARINE CORPS BASE
QUANTICO, VIRGINIA 22134.5001

MCBO 5230. 4
B 058
2 9 DEC 2608
MARINE CORPS BASE ORDER 5230.4
From Commrandi ng  Ceneral
To: D stribution List
Subj : PCLI CY AND PROCEDURES FOR ESTABLI SH NG AND CONTENT

MANAGEMENT OF PUBLICLY ACCESSIBLE WORLD WDE WEB SITES

Ref: (a) SECNAVINST 5720.47 "Departnment of the Navy Policy for

Content of Publicly Accessible Websites

(b) DoD Policy Menorandum "Wb Site Admnistration," Dec 7,
(NOTAL)

(c) SECNAVI NST 5720.44A, "Departnent of the Navy Public
Affairs Policy and Regulations”

(d) SECNAVI NST 5430.97, "Assignment of Public Affairs
Responsibilities in the Departnment of the Navy"

(e) SECNAVINST 5211.5D, "Departnent of the Navy Privacy Act
(PA) Progrant

(f) SECNAVINST 5720.42F, "Departnent of the Navy Freedom of
Information Act (FOA) Progrant

(g) SECNAVI NST 5510.36, "Departnent of the Navy (DON)
Information Security Program Regulation”

(h) SECNAVI NST 5239.3, "Departnment of the Navy Information
Security (INFOSEC) Progrant (NOTAL)

(1) DoDD 5040.5 "Alteration of Oficial DoD Imagery", (NOTAL)

(7) DoDI 5120.4 "Electronic Newspaper Policy", My 29,1996
(AFI'S)
(k) Rehabilitation Act Amendnents of 1998, Section 508

Encl: (1) MCB, Quantico Wb Site Admnistration Definitions
(2) MCB, Quantico Publicly Accessible Wb Site Policy and
Procedur es
(3 MXB, Qantico Wb Site Coordination Process

1. Pur pose. To inplenment applicable portions of the references
within MZB, Quantico, and provide additional policies and
procedures governing the content of Marine Corps publicly
accessible Wrld Wde Wb (WWY sites.

2. Cancell ati on. This Oder supercedes any MCB or other
subordinate wunit/activity guidance regarding web site nmanagenent
and content.
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3. Scope. This Oder is applicable to MIB, Quantico
units/activities. It applies to all Marine Corps activities and all
publicly accessible Marine Corps web sites designed, devel oped,
procured, or nanaged by Marine Corps activities and by their
contractors.

4. Background

a. The DoD has established policy in reference (a) and assigned
responsibilities related to establishing, operating, and naintaining
unclassified mlitary sites on the WWw The use of the WW as both a
productivity enhancer and a public information tool is encouraged.
However, the need to provide public information nust be balanced wth
the need to protect operational security, privacy of information, and
personal safety. A obal accessibility presents a danger to DON
personnel, famlies, assets, operations and the conputer network
itself. Speci al precautions must be taken when posting information
to this medium Potential risks nust be judged and weighed against
potential benefits prior to posting any Marine Corps information to
t he WW

b. The appearance, accuracy, currency and relevance of the
information presented by commands on their web sites reflects on the
Corps' professional standards and credibility. Additionally,
information residing on a web server associated with a domain is
interpreted by the worldwide public, including the Anmerican taxpayer
and nedia, as reflecting official Marine Corps policies or positions.
This Oder assigns responsibilities and prescribes policies
inmpl ementing references (a) and (b) within Mirine Corps Base,
Quantico, to ensure appropriate use of the WW

c. The Internet remains a relatively new tool for information
managenent and distribution. Commands/ activities should remain
cogni zant of new directives directing changes in web site nanagenent,
especially guidance that highlights distinctions between Internet
(publicly accessible) information, and information nore appropriately
suited for dissemnation via the Intranet.

5. Definitions. Terns used in this Oder are defined in reference
(a) and (b) and further in enclosure (1).

6. Pol i cy. Reference (a) provides primary governing policy for all
uncl assified WWV sites. Detailed policy on admnistration of publicly
accessible WWV sites, in anplification of reference (b), is provided

in enclosures (2) and (3).
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7. Action

a. The MCB, Quantico, Assistant Chief of Staff, G6 (ACJS G-6),
is responsible for providing base-wide Information Managenent and
Information Technology (IMIT) |eadership and guidance. The ACS, G-
6 is also responsible for physical connectivity of voice/data
i nfrastructure. Additionally, ACS, G6 wll:

(1) Establish procedures to ensure operational integrity,
availability, authentication, and non-repudiation aspects of the

conputers and networks supporting DON Wb sites.

(2) Provide IT expertise and support toward inplenentation of
security initiatives by the Comand Information Systenms Security
Manager (Cl SSM.

(3) Provide IT oversight for all MB Qantico units
displaying information via the MXB homepage.

bh. The CISSM is responsible for the security of information
transmitted over the infrastructure. The CISSM wll:

(1) Conduct security assessnents of command web sites at
least annually as required by the Assistant Secretary of Defense
(Command, Control, Communications and Intelligence) (C3I) to ensure
conpliance with Information Assurance (lA) and security policy
requi renments. ‘Particular attention will be paid to the "aggregation”
of information, the collection of which would pose a potential and
unaccept abl e security risk.

(2) Notify the ACS, G6 and Public Affairs Oficer (PAO
when a web site is not conmpliant with A and/or security policy
requirenents. Wb sites that are not brought into conpliance wll be
renmoved from the WW

(3) Miintain overall cognizance for MB, Qantico web
site content-related questions as they pertain to the security of
operations or classified information.

(4) Establish a mechanism for receiving and reviewing all
requests for command waivers to provisions of this policy relating to
security of operations or classified information. Waivers wll be
consi dered based on provisions of reference (b). Coordinate wth
ACS, G6 and PA prior to submtting waiver requests via the chain of
comand to HQMC (AC S, C41).
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(5) Establish a mechanism to coordinate with ACS, G6 and PA
pertaining to notification of security weaknesses and/or risks
di scovered on web sites.

(6) Establish procedures to ensure confidentiality of
information contained on web sites.

(7) Incorporate security related training for Information
Systenms  Security Officers(l1SSO/ Coordinators (1SSC) in the ISSO/ISSC
training syllabus.

c. The MB, Qantico, Director, PA is responsible for overall
web site content managenent, and the developnent and adm nistration
of MCB PA policies and procedures respectively per references (c) and
(d). Additionally, the Drector, PA wll:

(1) Maintain master WW pages to issue new guidance in
response to security/technological or other factors associated wth
the rapid pace of change in IMIT. Al significant changes to this
Wb page and/or its location will be issued via Local Area Network
nessage and on the web site's "Wat's New' page at
http://ww. quanti co. usnt. m | / webnews/ i ndex. asp.

(2) Establish and maintain a central web site
registration system for all MXB, Quantico comrands as appropriate per
reference (b).

(3) Admnister the official MXB, Qantico web site at
www.quantico.usmc.mil for the posting of appropriate comand
informati on and inages.

(4) Miintain overall cognizance for MIB, Qantico web
site content-related questions as they pertain to the appropriateness
of publicly accessible material. This responsibility includes
cogni zance regarding Privacy Act, Freedom of Information Act (FOAA),
and PA material but will not include issues related to the security
of operations or classified information. FO A and Privacy Act issues
will be coordinated with the Base Adjutant and Staff Judge Advocate
as appropriate.

(5 Ensure all information currently residing on the
command/ activity web site is reviewed and is appropriate for viewng
by a worldw de audience, friend and foe alike. Information not
suitable for a publicly accessible web site nust either be renoved or
placed on a restricted-access site.



MOBO 5230. 4
29' DEC 2000

(6) Develop detailed desktop procedures, to include web

site nmonitoring and review by the PAQOweb nmaster and the CSSM to
ensure conpliance with references (&) through (j) and this Oder.

(7) Conduct annual assessnments of command web sites to ensure
the appropriateness of publicly accessible material and conpliance
with this Oder.

(8) Establish a nechanism for receiving and review ng
all requests for content waivers tO provisions of this policy.
VWaivers will be considered based on provisions of reference (b).

Submt content waiver requests via the chain of comand to the
Director, PA

(9) Designate in witing a primary web site manager,
known as the web master, who will at a mninm

(a) Include information on how to contact the
web master in the MCB "hone page.”

(b) Serve as principal point of contact on all

matters pertaining to content admnistration of publicly accessible
web sites.

(c) Oversee the MIB command web site and ensure
conpliance with current directives. Oversight includes monitoring

the site as often as possible to ensure no unauthorized changes
have occurred.

(d) Ensure all command/activity web sites are _
registered with all applicable Locator Services. At a mninum this
will include:

(1) Registration of the Command with the
CGovernment Information Locator Service (ALS). GLS identifies public
information resources throughout the U S. Federal Covernnent.
Registration is acconplished through the appropriate GLS web site.
Under "organizational information,” the "Mijor Conponent” field wll
be "United States Mrine Corps."

(2) Registration with the FirstGov initiative at
http://wwv. firstgov.com

(3) Registration with the Oficial Mirine Corps Wb
Site at http://www.usmc.mil
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(e) Provide or coordinate training for
activity/command personnel on the provisions of reference (b), this
Order, and best practices for web site design and managenent.

(f) Assist units starting a new web site with the initial
design of their site.

(g) Maintain the official MCB, Quantico web site at
www.quantico.usmc.mil for the posting of appropriate command
informati on and i nages.

d. Commands and activities which maintain publicly accessible

web sites will inplement and admnister a conprehensive web site
program under this O der. Each addressee who namintains a publicly

accessible web site as defined in this Oder and reference (c) shall:

(1) Assign a conmmand/activity page nmaster in witing and
provide a copy to PA, ACS, G6, and C SSM

(2) Comply with the policies and procedures in references (a)
through (k) as well as those outlined in enclosures (2) and (3).

(3) Ensure all information currently residing on the
comand/ activity web site is reviewed by the web master and is
appropriate for viewing by a worldw de audience, friend and foe
alike. Information not suitable for a publicly accessible web
site nmust either be renoved or placed on a restricted-access site.

(4) Develop, activate, and maintain command/ activity web
sites per the checklist in enclosure (3).

E. CAVA 08,93 .

Chief of staff

DI STRI BUTI ON: I NTERNET
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MCB, QUANTICO WEB SITE ADM N STRATI ON
DEFI NI TI ONS

1. Domain - A part of the Domain Nanme System The domain to the
farthest right is called the top-level domain. The top-level domain
in “www.usmc.mil” is “.mil” which stands for mlitary. Qher top-

| evel domains include “.edu”, “.gov”, and “.com”.

2. Extranet - A network accessible only by a designated audience,
such as “.mil” domain users.

3. Hone Page - The usual or primary starting (entry) point of a
Vorld Wde Wb (WW site. It is simlar to the title page and table
of contents of a hard copy docunent. A home page usually

contains links to subsequent (logical) pages in the site. Wiile the
hone page is the nost common access point to a site, it is not the
only access point. Any WWV docunent can be accessed directly from a
link or by using its URL (Uniform Resource Locator) address.

4. .HIM Hypertext Markup Language (.HTM.) -~ The extension for web
documents witten in .HIM. which is the format (code) in which web
pages are witten. The extension "signals" the browser (reading
software) what type of file to decode and display.

5. HyperText Transfer Protocol (HTTP) - The method by which WW HTM
pages are transferred (served) from the Internet to the | ocal
conputer's Wb browser and then displayed.

6. Internet - A network of networks = a worldw de public network
that links many smaller networks. No one owns the Internet. It is
funded and managed locally within different countries. Havi ng access
to the Internet means being able to send and receive e-mail, partake
in interactive conferences, access information resources and network
news, and transfer files.

7. Intranet - A network of firewall-protected sites accessible by
MCB uni ts/on-base conputers only.

8. Link - A connection from one web docunent or file to another, not
necessarily within the same web site. The link typically appears as
a word, or phrase, with blue, wunderlined letters

(hypertext). As the cursor touches the link, the cursor takes the
form of a hand. Aicking the nouse button causes the web browser to
connect to the docunent pointed to by the Ilink.

ENCLOSURE (1)
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9. Page master - Person or persons below the command web master
level who are responsible for the presentation and updating of
information on a specific section of a web site.

10. Password Protected - Pages on either an Inter-, Extra- or
Intranet site protected by a designated access code for added
security.

11. Source Code -~ The HIM. coding which tags and formats the

information to nmake it viewable by the browser. The browser does not
normal ly view the source code.

12. URL -. An Internet "address." URLs can refer to Wb pages,
file transfer protocol (FTP) sites or files, Copher resources, or
newsgroups. The URLs for pages on the WWV normally begin wth
“http://".

13. Wb Browser - Software that acts as a client, allowng a person
to retrieve information from various sources, particularly web
servers.

14. Web nmaster - Person or persons responsible for overall content
managenent, devel opment, and admnistration of a web site.

15. Wb Page - An HTM. docunent which is usually served by a web

server. Although a web page usually contains links to other pages,
only the information currently being accessed (i.e., viewed) by a web
browser is a part of the current |ogical page. The | ogical page is

the building block of a WW docunent and is conposed of text and

possi bly graphics and multinedia. The term logical is used because
unli ke a physical piece of paper, a web page can be as long as needed
(from less than one physical page to many physical pages in length).
Wien scrolling down a Wb page with a browser, the end of the current
page is reached when the scroll bar reaches the bottom

16. Wb Server ~ A software/ hardware conbination, connected to the
Internet, which serves as the "container" for web sites and is
accessed by web browser software.

17. Wb Site - A web site can be thought of as being simlar to a
"Wl cone Aboard" brochure. It describes the organization and its
services, and may be a single page or a collection of related,

and |inked pages. Information represented on DON pages is considered
to be official.

ENCLOSURE (1)
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18. www - A part of the Internet displaying text and pictures
through the wuse of conputer software called a browser. The WW
originated at the FEuropean Laboratory for Particle Physics (CERN) in
CGeneva, Switzerland.

ENCLOSURE (1)
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MCB, QUANTICO WEB SITE ADM N STRATI ON
PUBLI CLY ACCESSIBLE WEB SITE POLI CY AND PROCEDURES

1. Authority. The establishment of a comand web site on the
publicly accessible Wrld Wde Wb (WWY renmains a conmand
prerogative, consistent wth other |eadership responsibilities for
public communi cati on.

a. Al comand/activities should design a web site mssion
statement that clearly identifies the purpose and intended audience.
This mssion statenent nust support the command/ activity mssion and
be approved by the comrander/ A C.

b. Al Comrand web sites will be hosted on mlitary servers
(.mil).

c. Publicly accessible web sites are limted to the command
level, i.e. = to that organization with one or nore Unit
I dentification Codes. No separate publicly accessible web sites wll
be established for any entity below the comand (or comrand
equi valent) |evel. As exanple, but not all inclusive, there shall be
no departnental or divisional web sites external to the
command's web site. These departnental /divisional/office pages wll
reside within the command's web site.

2. Adm nistration

a. Al comand/activity web sites nust be protected from
nodi fication on systens exposed to public networks per references (9g)
and (h).

b. Al command/activity hone pages mnust contain, at a mninum
the follow ng:

(1) Full organizational nane.

(2) A statenment that the site is an official US Navy or
US Mrine Corps Wb site.

(3) A promnently displayed hypertext link to a tailored
Privacy and Security Notice. A statenment encouraging visitors to

review the security notice is preferred. Overt warning signs or
other graphics such as the "skull and crossbones" or "cloak and
dagger,"” or wording indicating danger or warning are specifically

f or bi dden. The tailored Security Notice should be based on the
fol I ow ng:

ENCLCSURE  (2)
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Notice: This is a US CGovernnent Wb Site

"This is a Wrld Wde Wb site for official information about
[the name of command/ activity]. It is provided as a public service
by [command/activity name and servicing comand if applicable]. The
purpose is to provide information and news about the [name of
command/ activity] to the general public. Al information on this
site is public domain and nmay be distributed or copied unless
ot herwi se specified. Use of appropriate byline/photo/inmage
credits are requested.

Unaut horized attenpts to upload information or change
information on this web site are strictly prohibited and may be
puni shabl e under the Conputer Fraud and Abuse Act of 1986 and the
National Information Infrastructure Protection Act.

For site security purposes and to ensure that this service
remains available to all wusers, this government conputer system
enpl oys software progranms to nonitor network traffic to identify
unaut hori zed attenpts to upload or change information, or otherw se
cause damage.

Except for authorized |law enforcenent investigation and to
maintain required correspondence files, no other attenpts are nade to
identify individual users or their usage habits. Raw dat a
logs are used to sinply determne how many users are accessing the
site, which pages are the nost popular, and, from tine to tine, from
which top-level donmain users are com ng. This data
is scheduled for regular destruction per the National Archives and
Records Administration guidelines."

c. Command/activity web sites shall contain links to the
following sites:

(1) The WMarine Corps' official web site at
http://www.usmc.mil.

(2) The MCB, Quantico Homepage at
http://ww. Quanti co. usntc. m |

(3) The parent command/activity, where applicable.

(4) The Marine Corps recruiting sites at
http://ww. marines.com and http://ww. mari neofficer.com

ENCLOSURE  ( 2)
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3. Content

a. Units nust consider the technical capabilities and needs of
their respective audiences when developing the command's web site.

(1) The Information Technology Standards Quide (1TSQ
avail able at http://www.doncio.navy.mil/training/ocols/itsg/index.html
provi des guidance for developing a user-friendly web site.

(2) Reference (k) requires that web sites wll be accessible
to users who are disabled. Wb sites are required to conply wth
July 21, 2000 Assistant Secretary Defense menorandum on accessibility
of DoD Wb Sites to People Wth Disabilities at
http://www.c31i.0sd.mil/org/cio/doc/ada.html. A checklist is included
with the nenorandum

b. Units must ensure that all information on their site is
current, accurate and factual, and reflect only information for which
the publishing comand has release authority.

c. Al information and photos posted on publicly accessible
command/ activity web sites nust be carefully reviewed to ensure they
neet the standards and requirenments as published herein.

(1) Photo content may not be altered in any way.
St andard phot ographic practices of cropping, sizing, dodging, or
burning are not considered alteration. Reference (i) applies.

(2) In addition to requirenents of reference (b), all
command/ activity web sites shall:

(a) Be presented in a manner reflecting the
prof essionalism of the WMarine Corps.

(b) Conply with the Privacy and Freedom of
Information Acts, references (e) and (f).

(c) Contain only "approved for release" general
information suitable for viewing by anyone, any place in the world,
friend and foe alike.

(d) Contain only those inmages which support the

overall mssion of the web site. Images with captioning will only
have caption information suitable for viewing by worldw de audience,
both internal and external. Captions will conply with DoD/DON policy

ENCLOSURE (2)
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that nanes and duty addresses of personnel assigned to units that are
sensitive, routinely deployable, or stationed 1n foreign territories

will not be released.

d. Wb site nmanagers should pay particular attention to the
“aggregation” of unclassified or Sensitive But Unclassified (SBU
information that 1is posted on ‘their web sites/pages. assification
managenent assistance can be obtained from the Conmand |nformation
Systens  Security  Manager.

e. Specific web site restrictions include:

(1) Publicly accessible web sites nust not include
classified material, "For Oficial Ue Oly" information, proprietary
information, or information that could enable the recipient to infer
this type of information. This includes lessons learned or maps wth
specific locations of sensitive wunits, ship battle orders, threat
condition profiles, etc.). Uiits/activities wll submt naterial to
the Public Affairs Cficer for clearance only after it has been
reviewed by the command security manager and necessary anendnents
made to the fullest capability of the wunit.

(2) Wb sites wll not identify famly nenbers of DON
personnel in any way, nor wll famly nenber information be included
in an'y biographies or photos posted to the web, as indicated in
reference (7).

(3) Publicly accessible web sites nust not include
information for specialized, internal audiences. Famly Gans,
internal  news service products, and other information mnay be posted
if it is general and suitable for an external audience and a mssion
exi sts to provide access to non “.mil” domain users.

(4) Wb sites nust not contain any witten information
or display any logo indicating the web site is best viewed wth any
specific web browser(s); or, that the web site has been selected as a
recormended or featured site by any organization, or, point to any
particular search engines or recommend any commercial software. \éb
sites developed and/or maintained by contractors nmay not include the
contractor's nane nor may they link to the contractor's web site.
Vb sites may not link to external sites that exist solely to sell
comercial products.

(5) Wb sites nust not contain any material that is
copyrighted or under trademark without the specific, witten

ENCLOBLRE  (2)
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perm ssion of the copyright or trademark hol der. Further, the
material nust relate directly to the command' s primary m ssion.

(6) Work prepared by DON personnel as part of their
official duties and posted to the command web site may not be
copyrighted, nor nay the web site itself be copyrighted.

(7) Wb sites nust conply with DoD, Freedom of Information
Act, and Privacy Act requirenments regarding the release of nanes and
duty station addresses (both postal and e-mail). Specifically, the
names and duty station addresses of individuals who are routinely
depl oyabl e, overseas, or in a sensitive unit nay not be disclosed,
except as delineated below Paragraph 8f(1l) of reference (f) refers.

(a) Wb sites for units that are sensitive,
routinely deployable, or stationed in foreign territories shall not
di splay personnel |lists, "roster boards," organizational charts, or
command staff directories which show individuals' names, phone
nunbers, or e-mail addresses which contain the individual's name. The
exceptions to this policy are general/flag officers and public
affairs officials.

(b) Ceneral telephone nunbers for commonly
requested resources, services, and contacts, wthout names, are
accept abl e.

(8) Wb sites will not link to non-governnent sites
except as pernmtted by reference (b). The follow ng external |inks
are specifically authorized:

(a) As part of the command's fam |y support
function, the Base web site may link to |local Chanbers of Commerce
and |ocal governnent agencies. Tenant and subordi nate comrands
should link to the Base web site to provide access to these external
l'inks.

(b) Acquisition comands may link to web
sites of partners in industry if that web site pertains solely to a
comand program Links may not be nade to the partner's corporate
web site.

(9) No materials or services nmay be advertised for sale

or sold via a command web site. This includes comand nenorabilia,
ball caps, etc..

ENCLOSURE  ( 2)
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(10) Information from other mlitary web sites wll not be
duplicated but may be referenced or otherw se |inked.

4, Excepti ons

a. Educational m ssion. In instances where the mssion of the
command includes an educational mssion, and where unclassified
dissertations or professional papers may be published to the web for
the purpose of peer review, the following disclainmer for exchange of
professional information and ideas anong scientists, physicians, or
educators, nust be displayed:

"Material contained herein is nmade available for the
purpose of peer review and discussion and does not necessarily
reflect the views of the Marine Corps, DoN or the DdD."

b. Recruiting m ssion. Marine Corps recruiting web sites reside
on “.,com” domains as exceptions to the regulations on using
conmerci al servers. No such exception applies to MIB, Quantico
units/activities.

5. Interactivity. Commands/activities may maintain interactive web
sites to the extent that they allow visitors the ability to query the
command via e-nail.

a. Public queries for information will be linked/directed to the
web master or PAQ Queries should be handled consistent with other
witten requests for information. Responses shall discuss only those

issues within the command's cognizance and shall not violate the
release of information provisions of references (e) through (h).
Units will be advised by the web master of any queries received as a
result of their web site.

b. Commands may link to http://www.usmc.mil for questions
concerning the Marine Corps as a whole.

c. Command/activity web sites shall not collect personal data
(nane, address, phone nunber, etc.) about a visitor wthout the
visitor's expressed permission, nor shall any surveys be conducted on
command/ activity web sites. Any web site collecting personal
information nust conply with the provisions of reference (e). Network
identification and Internet protocol addresses are not considered
personal dat a. If "Cookies," are used, the information they draw
must be fully docurmented in the privacy and security notice and the
cookie must be set to expire no nore than 1 week from the date of
initial placenent.

ENCLOSURE  ( 2)
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MCB, QUANTICO WEB SITE COORDI NATI ON PROCESS

The follow ng general procedures will be followed in order to
devel op, activate, and maintain web sites within the MZXB, Qantico,
command structure.

STEP ONE: Assign a command/activity web master in witing.

STEP TWO If your comrand/activity currently has a web site, or wants
to create one, contact the G6 Help desk (784-4357) to set up a
neeting with G6 (as technical advisors) and Public Affairs (PA) (as
MCB content nmanagers) and Command Information Systens Security
Manager (CISSM) (for security related issues) representatives. They
will wvisit the command/activity to assess the command's or activity's
web site status, provide policy and procedural guidance, and help
establish the approved tenplate for all MXB commands/activities.

STEP THREE: Once the command/activity has |oaded its unique
information to the authorized tenplate consistent with this Oder and

appropriate directives, PA will review the site for conpliance. The
site will not be "activated" until this step is acconplished. A
report of this review will be provided to the appropriate unit

commander/activity  supervisor, highlighting either approval or
corrective action that nust be taken prior to activation of the web
site.

STEP FOUR Conmmand/ activity web sites will be routinely nonitored by
the comand web master and security nmnanager, respectively, to ensure
conpliance with the regulations and established procedures.

STEP FIVE: For technical assistance, advice, or questions on
information security after the command/activity web site has been
activated, contact the G6 help desk at 784-4357. For content and
format assistance, contact PA at 784-2741. For security-rel ated
issues contact the C SSM at 784-6268.

ENCLOSURE  ( 3)



