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CHAPTER 1

M SSI ON  STATEMENT/ STAFF  RESPONSI BI LI TI ES

1001. M SSI O\. Coordi nates and supervises all comunication and
informati on systens managenent functions of the Base and tenant
activities. G6 plans the installation of comunications and conputer
systens to include telephone, cable upgrades, and comercial radio
systens. The division also provides up to fourth echelon

conmmmuni cati ons-el ectronics nmaintenance for tactical equipment. G6
provi des engineering services and corrective nmaintenance for all

gover nent - owned communi cations equi pnent. The division provides
oversight for frequency nmanagenent aboard the installation.

1002. STAFF RESPONSI BI LI Tl ES. The G 6 headquarters staff is

conprised of the following personnel; Director, Deputy Director,
Future Plans Oficer, Gvilian Admnistrative Oficer, Secretary, and

the Communi cations Chief.

1003. ORGANI ZATI ON. There are five branches that conprise the G 6,
they are: Qperations, Defense Mssaging System Area Control Center,
Tel ecomuni cat i ons, Information Systens Managenent, and Logistics.
These branches are all under the admnistrative and operational
control of the Director.
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CHAPTER 2

OPERATI ONS  BRANCH

2001. M SSION STATEMENT.  The perations Branch is designed to
support the operational comunications requirenents of MXCDC

activities. The branch is responsible for the proper planning and
execution of a wde array of external comunications-related
functions and projects. The branch operates an end-user conputer

training facility, consolidated voice and data help desk, input/
output (I/O Printing, and Radio Frequency (RF) Support.

2002.  ORGAN ZATI O\ The Qperations Branch is divided into three
secti ons: CQustoner Service, RF Support, and Project Managenent/
Systens Integration.

2003. CUSTOVER SERVI CE SECTI O\ The Custoner Service Section (CSS)
provides quality control to ensure all Base telephone and computer

users have the requisite communications know edge, tools, and support
to effectively do their jobs. The section utilizes a three-tiered
approach (training, troubleshooting, and tracking) to help custoners
maximze the information technology tools at their disposal. The
Head, CSS periodically reviews trouble ticket data in order to
identify trends, recommend corrective action, and constantly inprove
the tinmeliness of ticket resolution. The CSS is further divided into
three units: Training, Help Desk, and I1/O Support.

1. End-User Training Unit. The overall mssion of the End-user
Training Unit is to provide students with the best conputer training
experience possible, helping them broaden their skills, know edge and
j ob perfornmance. The staff nenbers provide a variety of computer-
related instruction at the Conputer Learning Lab for all mlitary and
civilian personnel working aboard Quantico, with a core enphasis on
applications nost commonly used in the workspace. They offer
traditional classroom training for end-users of PCs, operating
systens and software applications and higher-level instruction for
personnel tasked with being Information System Coordinators for their
activities. Just-in-tine learning is nade possible through the many
self-paced nultinedia courses served up in fully-equipped nultined a

| earning | abs. Topics cover a broad spectrum commencing with basic
typing skills, introductory PC training and broadening to conputer
security, Wndows 98/NT, the Internet, web page design and M crosoft
Ofice Suite applications. Wile working at individual multinedia
and video workstations, students utilize the Ilibrary of training
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2004 COW ELEC SCP

materials available. An overview of the curriculum is contained in
appendi x C. For nore conprehensive information regarding the end-
user training program and for scheduling, custoners can visit the G6
Conputer Training website from the Quantico homepage
www.quantico.usmc.mil.

2. Hel p Desk Unit. The G 6 Help Desk is designed to be the single
point of entry for all telephone- and data-related trouble calls and
inquiries. The Help Desk also includes the telephone swtchboard
operator functions. Al voice- and data-related queries and trouble
ticket subm ssions should first be directed to each organization's
Information Systens Coordinator (I1SC). G6 wll support direct
customer interaction with the Help Desk when absolutely necessary,

but will require 1SC involvenment in nost routine circunstances. Thi s
process allows G6 to establish solid working relationships wth
subordinate ISCs. Al Trouble Tickets (data), Wrk Oders, and

Tel ephone Service Requests (TSRs) will be submtted to the G6 Help
Desk located in Newin Hall, Bldg. 3255. ISCs will always be issued
a ticket nunber for tracking purposes. Exanpl es and procedures for
these subm ssions are contained in appendix B. Customers can reach
the G6 Help Desk and the Tel ephone Sw tchboard at 784-4357 (HELP) or
784-2500 during normal working hours. For after-hours energency
comuni cations assistance only, dial 784-4357.

3. | /O Support Unit. The 1/0O Support Unit provides Base and tenant
customers with traditional mainfrane print support. /O is also
responsi ble for dissemnating mainframe (3270) data down to the
custormer level in an ongoing effort to decentralize the mainfrane
print function. Custoners who still require printed nainfrane output
should contact the 1/0O section at 784-3200 to set up an account and
establish an output profile.

2004. RF SUPPORT SECTI ON. The RF Support Section handles a majority
of the operational communications requests from Base and tenant

cust omer s. It is responsible for the execution and oversight of the
Base's Frequency Management Program The G6 is the point of contact
for all RF requirenents on Base. The section also plans, executes,
and supervises conmunication support plans for major events such as
the Marine Corps Marathon, Emergency Qperations, and Force Protection
Exer ci ses. The RF Support Section conducts the necessary liaison
with Direct Support Platoons (Command and Control Systens School) and
utilizes tactical conmunications equipnment and personnel when needed
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and avail abl e. The section also provides Public Address Support as
contained in appendix A This section is the central coordination
office for all wreless communications requirenents within the
confines of MXB, Quantico, with the exception of cellular phones.
Al requests for cellular phones should be directed to the Base
Purchasing and Contracting Branch, G4, for referral to the current
contracted service provider.

2005. PRQIECT NANAGEMENT/ SYSTEM | NTEGRATION  SECTION.  The Proj ect
Managenent / Systens Integration Section is responsible for the

pl anni ng, devel opnent, and coordinated inplenentation of all nmgjor
comuni cations upgrade projects which require integrated, cross-staff
planning both internally and externally to G6. The section wll
perform Contracting Oficer Representative responsibilities
associated with various, centrally-funded projects. The section wll
also be responsible for generating requirenents for the upgrade of
the voice- and data-network infrastructure in order to maintain
state-of-the-art currency wth industry standards. The section wll
review all non-routine TSRs, Wrk Oders, and Trouble Tickets to
ensure that custoners receive the nost integrated solutions possible.
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CHAPTER 3

DEFENSE MESSAG NG SYSTEM (DWVB) AREA CONTROL CENTER

3001. M SSI ON. The mssion of MXB, Quantico DVB Area Control Center
is to provide secure, reliable and efficient nmessaging communications
to the CG MCB, Quantico and all tenant activities. The DMB Area
Control GCenter acconplishes this task by maintaining a 24-hour, 365

day-per-year operation.

3002. QUTAO NG MESSAGE PROCEDURES

1. Message Preparation. Al preparation of official naval nessage
traffic is to be prepared per reference (b) of the basic message
Manual . Users prepare outgoing nessages using the Message Text
Format Editor Program or the nobst current approved program as
announced by HQMC.

2. User Validation. Validation of all nessage addresses is the
responsibility of the wuser, although the Commrunications Center wll
also validate all nessage addresses. Drafters can use the
Distributed Plain Language Address Verification System (DPVS) to
verify their addressees. DPVS is updated weekly on the Navy's
website (WWW.NCTSW.NAVY.MIL) and is available to download for updates.

3. Authorized Releasers. Units are responsible forproviding the
DMS Area Control Center with a roster of persons authorized to

rel ease message traffic. Messages can only be submtted from

i ndi vi dual mail accounts. Individuals who e-mail their nessages to
the DV Area Control Center wll only be accepted for transmssion if
they are on their activity's Authorized Releasers Roster.

4. Message Rel ease. (Messages that do not require transm ssion out
of Quantico will not be accepted, such nessages should be sent via
the Local Area Network (LAN).) Qutgoing wunclassified nessage traffic
is received from the user via the LAN while classified nessage

traffic is passed via classified diskette or Secure Internet Protocol
Network (Sl PRNET). Uncl assified nessages nust be attached to the

e-mail in ASCIlI format and conply with the Naval Tel ecommunication
Publication (NTP)-3 format requirenents. Qut goi ng nessages that do
not conply with standard nessage procedures outlined in the NIP-3
will be returned to the unit for corrections.
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3003. | NCOM NG MESSAGE PROCEDURES

1. I ncom ng Messages. I ncom ng message traffic is received from the
world wide Automatic Digital Network (AUTODIN) and dissemnated via
Qutl ook Public Folders, unique to each unit for both Non-Secure
Internet Protocol Network and S| PRNET. Messages are sent from the
DMS Area Control Center via a Message Routing System to each Plain
Language Address listed on each nessage. Each unit has a Message

D ssem nation System which receives the nessages and uses a "profile"
to dissemnate the nessage to certain public folders. Each unit's
System Admnistrator is responsible for creating and nmaintaining
their own profile, with assistance from the Communications Center, to
ensure proper delivery to the offices within their wunit.

2. Hgh Precedence Messages. When the Communications Center
receives an |Imediate or above (Flash and Yankee) nessage during
working hours, the Communication Watch Oficer (M) wll notify, via
tel ephone, the unit who is addressed in the Action Line of the
nessage. Concurrently, the nessage wll be routed to their Public
Fol der. After normal duty hours, or weekends, the CM wll notify
the unit's Staff Duty Oficer (SDO)/Command Duty Oficer (CDO. |If
the unit does not have a SDOCDO, the CAMD will notify the Base
SDO'CDO in Lejeune Hall. Each SDOCDO will determne if the nessage
requires immediate action, or if it can be handled on the next

wor ki ng day. Each SDQ CDO is authorized to view up to secret
nmessages per the SDOCDO roster that is maintained in the

Conmruni cations Center which is updated nonthly.
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CHAPTER 4
TELECOVWUNI CATI ONS ~ BRANCH
4001. M SSI ON. The Tel ecommuni cations (Telecomm) Branch is
responsi ble for the overall official, non-secure tel ephone servi ce

for the Command and all tenant units. The operation and nmai nt enance
of the tel ephone system is under the cognizance of the ACS, G6.

4002. BRANCH RESPONSI BI LI TY

1. The Base Telephone Oficer is responsible to the ACS, G6 for

the efficient planning, organization, inplenentation, control,
operation, security and evaluation of all telephone equipnrent and
l'i ne services. These nmanagenent responsibilities include providing

forecasts and estimates of future telephone requirenents,

i mpl ementing approved service change requests through the Operations
and Maintenance Contract, conducting periodic telephone wutilization
surveys, and advising ACS, G6, in matters pertaining to efficient

t el ephone nmanagenent.

2. Each organization serviced by the Base switching system wll
appoint a Tel ephone Control Oficer (TCO to serve as that

organi zations primary liaison with the Telephone Branch. Per MCO
P2066.1, the TCO’s responsibilities include:

a. Validating the organizations active telephone nunber |ist.

b. Verifying the wunit's nonthly telephone bill/usage report.
Specific procedures are located in appendix H

c. Authorizing, along with other individuals designated by the
unit commander, |ong-distance toll calls.

d. Providing tinely notification to the Base Telephone Oficer,
G 6, of any unit actions which effect the installation telephone
system (relocations, expansions, reorganizations, etc.).

4003. REQUEST FOR TELEPHONE SERVICE, SPECAL CRCUTS AND TROUBLE
TI CKETS

1. Requests for the initiation of official telephone service (adds,
noves, changes) will be submtted to the G6 Help Desk in Bldg. 3255
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using NAVFAC Form 9-11014/20 (EF), Wrk Request. The form

NAV 9 110.FRP is available through the Form Flow application program
on the Base Local Area Network. Al requests nust include the type
and quantity of service requested, the |ocation of the requested
service, a point of contact and tel ephone nunber, the requested date
for service to be operational, drawi ngs or sketches showing the
specific locations for service, and a "funds are available" statenent
to pay for subject work.

2. The TCO for the requesting activity will sign all requests.

3. Requests nust reach the G6 Help Desk at |east 20 working days
prior to the required service date.

4,  The Telecomm Branch is responsible for surveying, estimating,
approval , and/or disapproval of work requests.

5. MCO P2066.1 strictly prohibits the installation, relocation,
di sconnection, or repair of telephone equipnent by other than

authorized telephone maintenance personnel. Doing so often causes
further danage, and jeopardizes adherence to Marine Corps and
industry standards, increasing the cost of repair or |oss of service,
and conplicates the restoration and standardization process. Any

person having know edge of any tanpering with or danmage to a
tel ephone or any associated equipnent should report it to the

Tel ecomm Branch.

6. Telephone repair service is available by dialing 784-2500. The
caller should identify the tel ephone nunber and the type of problem
i f known. Tel ephone repairs are done on a first-cone, first-serve

basi s. Repair of telephones for mssion critical, conmand and
control, Duty NCO, Red Ooss, and other special circuits are given
priority. The Tel ephone O ficer directs changes to, or establishnment

of, all priorities for service.

7. Tel ephone repair personnel are not res_ponsi ble for noving
furniture, storage cabinets, etc., to obtain access to telephone
equi prent or outlets. Repair personnel should have unrestricted

access to the telecomunications facilities.

8. Installation of special circuits such as Digital Subscriber
Lines, T-ls, and Frane Relay circuits require the purchase of
regeneration equi pnent. It is the custoner's responsibility to fund
the equiprent procurement. The procurenent process wll not begin
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until funds have been transferred and the Tel ecomm Branch has
received a NAVFAC Form 9-11014/20 (EF). Due to the average cost of
this type of equipnent, procurenents nust be processed through the
Purchasing and Contracting Branch G 4. Therefore, requests for this
service nust be submtted 60 days prior to the required due date to
allow for procurenent and engineering tine. Users requiring the
special circuit to termnate on any location other than MIB, Quantico
are required to submt a Telecomunications Service Request (TSR to
the Defense Information Systens Agency (DISA) via AUTODIN and info
copy the ACS, G6. Instructions for preparation of TSR s are
contained in DISA Grcular 310-130-1. This docunent is available on
the Internet for review at http:// www.ditco.disa.mil/products/ejad/310-130~
x/disac310130x_cover.html. For those wi thout Internet access a copy is
also maintained in the Telephone Branch.

4004. TELEPHONE MONI TORI NG

1. Inplicit Consent. Wthin the DoD, the act of using official
government-owned or governnent-operated tel ecommunications systens
(including admnistrative telephones) is considered evidence of
consent to nonitoring for communications security (COVSEC) purposes.
Notice of the intention to conduct periodic COVSEC nonitoring and
recording nust be published in all Marine Corps telephone
directories, per MCO P2066.1, paragraph 4009. 3.

2. DO NOI DISCUSS CLASSIFIED | NFORVATI ON ON NONSECURE TELEPHONES.
OFFI CI AL DOD TELEPHONES ARE SUBJECT TO MONI TORING FOR COVBEC PURPCSES
AT ALL TI MES. DoD tel ephones are provided for the transm ssion of
official governnent information and are subject to COVBEC nonitoring
at all tines. Use of official DoD tel ephones constitutes consent to
COVBEC tel ephone nonitoring per DoDD 4640. 6.

4005. INCOM NG OFFI G AL COLLECT CALLS

1. Only activity heads and/or duty officers are authorized to accept
incomng collect calls. Collect calls should only be accepted in

ener genci es.

2.  The wunofficial charging of telephone toll charges to existing
governnent tel ephone nunbers, governnent telephone credit cards, or
official billing nunbers constitutes a violation of the Uniform Code
of Mlitary Justice.
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4006 . TELEPHONE DI RECTORY

1. The MCCDC Tel ephone Directory will be conprised of the Quantico
listing in the Washington MIlitary Phone Book and the PAO publication

" CROSSRQADS. " The telephone directory lists official governnent
organi zations and activities of this Comand.

2. It is the responsibility of all activity heads, through their

TCOs, to keep their telephone directory current. Changes to
listings will be forwarded, as they occur, to the G6 Help Desk.

3. Al requests for local comercial directories will be submtted

to the G6 Supply Branch, stating quantities, types, and areas
desired.

4007. PERSONAL OFF-STATION USE O OFFIC AL TELEPHONE SERVI CE

1. Personal calls that result in a charge to the governnent are
unaut horized, even if the enployee intends to reinburse the

gover nnent . Rei nbursing the governnent for wunauthorized calls does
not exenpt violators from disciplinary action. Thus, a personal

| ong-di stance call nust be to an 800-toll free nunber, charged to any
enpl oyee's honme nunber or another non-governnment nunber, charged to
the called party if a non-governnent nunber or, charged to a personal
tel ephone credit card. Additionally, personal calls for directory
assistance may not be nmade if a charge results to the governnent

t el ephone.

2. Personal calls, which do not result in a charge to the
governnment, nmay be placed if the calls do not adversely affect
performance of the enployee's official duties or the mssion of the
enpl oyee's organi zation, are of reasonable duration and frequency,
and reasonably cannot be nade at another tinme. The enpl oyee's

i mredi ate supervisor or higher nmanagenent official wll determne
these criteria.

4008. COWERC AL TOLL CALLS

1. Al activity heads, via their TCO’s, wll ensure only authorized
personnel have access to unrestricted telephones.

2. Verification of toll charges will be naintained per reference (a)
of the basic Manual.
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40009. VO CE MNAIL. MCB, Quantico custoners have the option of
requesting voice-mail as an office automation tool.

1. Units requiring activation of their voice-nailboxes nust submt a
NAVFAC Form 9-11014/20 (EF), to the Telecomm Branch of G 6. The

standard storage size for nessages is 3 mnutes. However, |arger
mai | boxes are available and will be considered on a case-by-case
basi s.

2. Users are encouraged to check their voice-mail daily and delete
nessages after they have been read. This ensures that system
capacities are not exceeded. Voi ce-mai|l messages that have been read

will automatically be deleted after 7 days.
3. To have a password reset or if there is a problem accessing

voice-mail, a trouble ticket is required to be submtted to the G6
Hel p Desk.

4010. PAG NG SERVI CES

1. The Telecomm Branch coordinates and provides paging services for
all Base and tenant wunits. These services include a variety of
paging options. CQustoners wll be required to reinburse G6 for all

service and usage fees.

2. Service may be ordered by submitting a NAVFAC Form 9-11014/20
(EF) or by letter addressed to ACS, G6, Telecomm Branch.
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CHAPTER 5

| NFOCRVATI ON SYSTEMS  BRANCH

5001. M SSI ON. Information Systens Branch provides a variety of
information system services, technical support functions, and manages
the Local Area Network (LAN) infrastructure aboard MCB, Quantico. It
provi des support for current and |egacy hardware and software

servi ces including: commercial and government off-the-shelf hardware
and software for base-wi de use; reviews local user Information

Technol ogy procurenments and requirenents; and assists in the training
and education of activity's Information Systens Coordinators (1SC).

5002. ORGANI ZATI ON. The Information Systens Branch is divided into
three sections; Personal Conputers (PC) Troubleshooting, Server
Managenent, and Network Architecture.

5003. PC TROUBLESHOOTI NG SECTI ON. The PC Troubl eshooting section is
responsible for the setup and configuration of all PCs aboard MCB
(this includes both hardware and software). Typically, a
customer/ISC calls the G6 Help Desk to report system termnal or

ot her user problem The PC Troubl eshooting Section responds to those
calls that concern basic user problens, PC configuration, network
interface card installation, peripheral install/configuration
(printers, scanners, CD ROM zip drives, etc. and printer setup).

The PC Troubl eshooting Section also assists in security and

informati on assurance by checking PCs for wunauthorized software,
warni ng banner and current anti-virus software.

5004. SERVER MNMANAGEMENT SECTI ON. The Server Managenent Section is
responsible for the majority of all server-based functions. These
functions include, but are not limted to; network/e-mail account
adm nistration; renote login access, server/mail backups; web-page
design/hosting, Lotus Notes administration, and anti-virus program
managenent .

1.  Accounts. Once established or changed, user account passwords
expire within 90 days. At this tinme users will be pronpted to change
hi s/ her password.

a. There is a mninmum seven-character limt on passwords.
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b. Admnistrative lists wll be checked by the Information
Systens Branch to ensure no unauthorized personnel are added.

c. Any request for investigative procedures (i.e. |ooking
at/copying nailboxes, accounts etc.) wll be forwarded to the
AC/S, G6 for review  Approval for all such activity wll be granted
by the CG MCB.

d. Any changes to user accounts wll have proper change
docunentation/authority (trouble tickets processed thru Help Desk).

e. Al account admnistrators wll sign an acknow edgenent form
whi ch enphasizes the authority, accountability and responsibility
inherent with account admnistration positions.

(1) Al account admnistrators shall not access, copy, or
make available for view any individual mailbox contents or personal
information derived from such unless directed by the ACS, G6.

(2) Al account admnistrators shall not add nor delete nanes
from “admin lists" unless directed by the Server Managenent Section
SNCO C, Information Systens Chief or Information Systenms Branch Head.

Failure to adhere to the above may result in punitive action against
the of fender.

2. Anti-Virus Security Procedures. Server managenent is tasked wth
ensuring that the LANWde Area Network (WAN) is not conprom sed due
to hacker or virus attacks. The following procedures help to ensure
LAN WAN security:

a. Ensure all DoD conputers have notice and consent |o0g-on
banners installed per MBO 5230.3 via login scripts.

b. Ensure all DoD conputers have anti-virus prograns installed
and running with the appropriate protection settings.

c. Schedule weekly anti-virus scans on all network servers.

d. Schedule 10 nonthly virus signature updates on all Exchange
servers. Ensure all infected attachnments are deleted.

e. Ensure all servers have updated virus signatures.
f. After receiving notification of a possible virus infection to

a particular conputer, the following steps are to be taken: the user
shoul d disconnect his/her PC from the network and run the resident

5-4



COW ELEC SCP 5005

anti-virus program to detect and clean the virus. Once the virus has
been cleaned, the PC can be re-connected to the network upon |SC
approval . The user nust then download the Virus Report form from the
| SMO Security honepage. The user will fill out the virus report
conpl etely. Once the virus report formis received by the G6 Help
Desk, it wll be forwarded to the Marine Corps Information Technol ogy
Network Qperations Center (MTNOC) Marine Corps Intrusion Detection
Anal ysis Section (MDAS) e-nail address.

g. Send weekly LAN Manager nessages notifying users of |ocations
to download anti-virus prograns and virus signature updates.

h. Send immedi ate LAN Manager nessages, as needed, notifying
users of new viruses that are a threat to LAN WAN

i Read daily Message D ssemnation System traffic for
Information Assurance and M TNOC notification nessages. |If
instructed, take appropriate action.

7. Any wuser that intentionally distributes viruses/chain letters
will be suspended from the network and other necessary admnistra-
tive/punitive action wll be initiated. Users that are not in the
Quantico domain will be restricted from sending to the Quantico
domain via the bridgehead. Server Managenent wll contact the
appropriate G6 and MTNOC MDAS to report virus/chain letter
activity.

k. Al conputers have the capability to scan hard drives and
floppy drives using Norton Anti-Virus. Norton Anti-Virus can be
accessed from the START nenu on the desk-top screen.

5005. NETWORK  ARCHI TECTURE  SECTI O\ The Network Architecture
Section is responsible for the network infrastructure within the
Quantico area. Al network infrastructure equiprment, to include
routers, swtches and hubs are configured and nmanaged by this

secti on. Traffic/bandwidth analysis, capacity planning and network
docunmentation are also mmjor duties.

5-5
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CHAPTER 6

LOGE STICS BRANCH

6001. M SSI ON. The Logistics Branch is responsible for the
procurenent, mai ntenance, distribution and replacenent of equipnent
necessary to support the MIB, Quantico m ssion. This is acconplished
by the conbined efforts of the six sections that conprise the

Logi stics Branch.

6002. ORGANI ZATI ON. The Logistics Branch consists of six sections:
Contract Management/ Supply Section (CVBS), Budget/Accounting/Billing
Section (BABS), Facilities/Property Control Section, Fire A arm
Repair Section (FARS), O fice Equipnment Support Section (OESS), and
El ectronic Maintenance Section (EM). The Logistics Branch is also
responsible for the nonitoring and procurenment of G 6 Covernnent-w de
Commercial Charge Card purchases.

1. CMSS. The COMBS serves as the admnistrative coordinator of all
G6 contracts, and is responsible for nonitoring Intra-Service
Agreenments (ISA's) with MZB units and tenant conmands. The section
is supervised by a Contract Managenent Specialist, who is also
responsible for all training in regards to contract managenent and
oversi ght. This section is the G6 liaison wth the Purchasing and
Contracting Branch/ G 4.

2. BABS. The BABS is the G6 liaison to the Base Conptroller for
obligations, expenditures, and G 6 budget execution. Addi ti onal

services include the oversight of: Tel ephone Toll and Long-Di stance
Charges (DITCO, Special CGrcuit charges (GIE), Pager Services
(Skytel), and mscellaneous telephone billing and charges.

3. The Facilities/Property Control Section. This Section serves as

the property manager for Newlin Hall. Al rmaintenance work requests
for Newin Hall will be routed to this section. The phone nunber is
784- 5008.

4. FARS. FARS works in tandem with the MCB Fire Departnment to
support all fire alarm systens (for corrective and preventative

mai ntenance) wthin MB, Qantico buildings. Al fire alarns are
monitored by the Fire Departnent. This section also provides
corrective maintenance services for the remaining intrusion devices
that are non-conpatible with Mnitor Dynamics International (M)).
MDI devices are managed and nonitored by the Physical Security
Section within Security Battalion.
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5.  CESS. The OESS perfornms hardware and software technical support,
schedul ed and unscheduled repair, upgrade, overhaul, alignnment,
adjustnent, and preventive maintenance on conplex, standard and
speci al purpose office, ADP equiprment and Information Technology (IT)
equi pnent . This includes conputers, peripheral devices, Local Area
Network (LAN) servers and connectivity hardware, gateways, copiers
and printers, facsimle machines, scanners, nanual and automated file

systens/retrievers, fuel nmetering devices, addressographs, electronic
typewiters, calculators, paper shredders, tine clocks and stanps,
and other IT equipnent. CESS provides the follow ng services for

MCB, MCCDC, tenant activities and other reinbursable accounts:

a. Controls and Contracts for all nmintenance services for all
governnent-owned | T equiprent.

b. Serves as the point of contact for excess, redistribution and
di sposal of new, wused, unserviceable, and obsolete comercial IT
equi pnent .

c. Mnitors the maintenance repair performance of comrercia
vendors and contractors.

d. Conducts and nanages the contract that provides copier
support service.

e. Provi des office support equipnent to include printers,
facsimle machines and copiers for conferences, neetings, and

wor kshops aboard Quanti co.

f. Supervises the care, accountability, and control of
governnment-owned | T equipmnent.

g. Supports and coordinates warranty and vendor repair on
governnment-owned | T equipmnent.

CESS supports tenant activities and reinbursable accounts aboard MZB
and MCCDC Quantico, to include Marine Corps Air Facility, Quantico
Dependents School, Headquarters and Service Battalion (HgSvcBn),
Security Battalion, Marine Security Quard Battalion, Marine Corps
University (MU (including The Basic School), Comrand & Control
Systens School, Career Planner School, Mirine Corps Research Center,
Command and Staff College, College of Continuing Education, O ficer
Candi dates School, Staff Nonconm ssioned Oficer School, Anphibious
Warfare School, and Wapons Training Battalion. Additionally, CESS
honors various Inter-Service Support Agreements (ISSAs) between
certain local and off-Base units for nmaintenance support services.
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6. ENB. EVMS provides internediate naintenance of tactical and
commer ci al communi cation equipnment to units aboard MOB, Qantico, and
certain external units. The EMS also serves as the Base calibration
evacuation site. These services include support of tactical and
commercial conmunications systems, and installation and maintenance
of mlitary police alert (code) systens.

The Tactical Maintenance repair team provides third- and fourth-
echel on nmai ntenance support of ground-comon radio comunications
equi pnent. Support is provided to all units aboard MZB, Quantico who

possess tactical communications equipnent. Their functions include:
internediate corrective maintenance of tactical end itens, secondary
repairables and circuit card assenblies, in-depth diagnostics and

repair of fixed-plant system calibration evacuation services,

mai nt enance nmanagenent advisories, and the installation, programm ng,
and repair of nobile comercial radio and code systens. The section
also provides Interagency Meno of Agreenent support to 1& stations
in the immediate geographical area based on standard Menoranda of
Agreenent (MA). These MOA’s are tracked and validated in the fiscal
section.

The Conmercial Comunications repair team supports the non-tactical
nobile radios, code lights and sirens. The team also repairs,
replaces and installs portable radios, repeaters and base stations
aboard MCB, Quanti co. The EMS also assists in the repair of other
commerci al conmmuni cati ons systens aboard the Base such as Firing Line
Public Address and Intercommunications.

EVMS perfornms maintenance through both standard work requests and
Equi pnrent Repair Oders (EROS).

Wrk requests: Use NAVFAC Form 9-11014/20 (EF) (Mintenance
Managenment) to request work on fixed plant systens. This request is
forwarded to the ACS, G6, for action.

ERO s: Use the ERO for request for direct maintenance support of
tactical equipnment, calibration services, or for maintenance float
support. Procedures to fill out requests are found in current Marine

Corps orders and directives in the 4700 series. ERO’s should be
delivered, wth all associated equipnent, by the user/owner during
normal working hours (0730-1630, Mnday through Friday).

EMS supports tenant units aboard MZB, Quantico, to include MU,
HgSvcBn, and Wapons and Field Training Battalion. Additionally,
ISSA’s between certain local and off-Base units facilitate

mai nt enance support for these wunits.
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APPENDI X A

PROCEDURES FOR REQUESTING SOUND SYSTEM SUPPCRT

1. The ACS, G6 is responsible for providing sound support (Public
Address (PA) Systenm) for MIB, Quantico. Sound support is defined as
any requirenment for PA sound anplifying equipnent to be used for
mlitary denonstrations, field instructions, safety warnings,
parades, cerenonies, athletic events, and sinmilar events. Units
requiring sound support wll submt requests to ACS, G6. Request s
will be submtted no less than 10 working days prior to the event.
Al requests wll be per the format contained in this appendix, and
submtted via e-mail or fax. Requests for sound support wll
identify support requirenents as well as specific equipnment required.
Equi prent requested to support a given event wll be verified by the
PA Support Section, and adjusted if necessary to facilitate all
conpeting requirenents. Requests for specific equipnent support nay
be made, but conflicting commtnents on single dates are comon and
as a result, specific equipnment assignments nay change. Request s
nore than 60 days in advance wll not normally be accepted.

a. Requests that are submtted to G6 less than 5 days in
advance are subject to the availability of equipment, and require
personnel support augnentation by the requesting unit.

b. Requests for equipnent support for an event which is outside
a 50-mle radius from Quantico, VA nust be approved by the ACS, G6.
Equi pnent support requests for nore than 5 days wll not normally be
appr oved.

c. Any outdoor sound support request wherein only one sound
system is to be enployed, and is not of a continuous nature such as a

field exercise, will be supported by G 6 personnel and equipment.
Any event requiring nore than one sound system will require the
requesting unit to provide the personnel necessary to operate the
addi tional sound support equipnent. G6 wll provide incidental

training necessary for successful sound support of multiple sound
system support comm tments.

d. G6 wll provide transportation for their personnel and
equi pnent to and from the event supported for single system events
aboard MCB, Quanti co. Transportation of personnel for events outside
MCB, Qantico boundaries wll be the responsibility of the requesting
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unit. ot ai ning special access passes for G6 personnel, ensuring
access rosters are properly prepared, conpliance with |ocal
ordinances, etc. wll be the responsibility of the requesting

or gani zat i on.

e. Conflicting requests for same day support wll be pr
ioritized on a case-by-case basis.

f. O gani zations not organic to MXB, Qantico wll submt
requests for sound support through the appropriate chain of comand
to "Commanding GCeneral, MXB, Qantico (Attn: GB6)."

2. Scope. Due to the various types of events which frequently
require sound support, the following list is provided as a scope of
supportability;

Supportabl e events:

Changes of Conmmand

Post and Relief cerenonies

Morning Colors cerenonies

Base-wi de events coordinated by G 3
Retirements (0-6/E-8 and above)

Non- supportable events

Pronot i ons

Award Cer enoni es

Retirements (0-5/E-7 and bel ow)

3. Applicability. These procedures are applicable to all MB
activities, MXCDC, and tenant comands.
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SOUND EQUI PMENT/ PERSONNEL REQUEST FORM

G 6 FAX# 784-5959

Request originator/PoC (grade/ nane):

Si gnat ur e: Dat e:

Tel ephone  ext ensi on:

1. Unit/Comrand requesting support:

2. Date of event: Time: (setup tinme)
(begi n) (end)

3. Location:

4. Uniform (G6 Marines will wear utilities unless otherw se
directed):

5. Nane and nature of event:

6. Is there an inclimate weather plan? ( )yes ( )no. If vyes, wll
G 6 be needed to provide sound support at the indoor |ocation?
( Jyes {( Jno. |If yes, what is the location and tine?

——————————————————————————— G-6 OPERATIONS--=-———======—— == ——m——

Date received: Time received:

Recei ved by:




COMM ELEC  SCP

APPENDI X B

TROUBLE CALL SUBM SSI ON PROCEDURES

1. PC/DATA RELATED TROUBLE CALLS. Trouble calls should be subnitted
by Information Systens Coordinators (ISC’s), via e-mail, to "QUANTICO
& HELPDESK" (listed as such on the dobal Address List) or telephone
784- 4357 (HELP).

a. Requests that can be handled by G 6:
- Request is received by Help Desk personnel and prioritized.

- Tickets related to software, PC settings and hardware are
assigned to PC Troubl eshooti ng.

- Tickets related to servers, Lotus Notes, creation of new
network and outl ook accounts or any other network related software is
assigned to Server Managenent.

- Tickets related to Network connectivity, |P address
assignments, cabling and Local Area Network access are directed to
the Network Architecture Section.

- The Help Desk handles nost account admnistration requests,
password changes, and quick "How to's".

- Ticket is then entered and assigned to the respective
section.

- The sections conplete the necessary work and close the
tickets.

b. Requests that need to be escalated to the MMarine Corps
Informati on Technology Network Operations GCenter (M TNOC)

(HQVC, CA4I).

- Requests received from tenant organizations are entered in

the trouble ticket database and assigned to the respective G6
section for review, necessary actions and reconmendations. Once the
determnation is made that the ticket needs to be forwarded to higher
M TNOC, the section will assign the ticket back to the Help Desk wth
appropriate comrents and instructions to forward to the M TNCC Such
tickets are those which may effect the Marine Corps Enterprise
Network as a whol e.

B-
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- Trouble ticket is submtted to the MTNCC via e-mail. The
ticket incorporates any e-mails from the customer and any conmments
added by G 6 technicians.

- MTNOC contacts G6 for additional information or to notify
us of the assigned ticket nunber. The Help Desk will serve as the
iaison between all tenant commands, G 6 technicians and the M TNCC
The MTNOC will only pass information through the G6 Help Desk.

- The MTNOC notifies the Help Desk when work on tickets has
been conpleted and requests authority to close the ticket.

- The Help Desk contacts the custoner to make sure that the
work is satisfactory and request their authority to close the ticket.

- If the custonmer's problem has been corrected, the Help Desk
contacts the M TNOC and advises them to close their ticket. W nake
appropriate comments on our ticket and close the ticket. If the
custormer is not satisfied or the problem is not corrected, we notify
the MTNOC with the discrepancies. The Help Desk continues to be the
[iaison until the work is correct and the customer is satisfied.

2. VA CE/ TELEPHONE RELATED TROUBLE CALLS. Trouble calls are sub-
mtted by calling 784-2500 and following the voice instructions.
The Help Desk can also be queried for status updates.

- The NAVFAC Form 9-11014/20 (EF), Wwrk Request (Mintenance
Managenent) is used for all telephone work requests (adds, noves,
changes) . The form resides on FormFlow under NAV 9 110.FRP.

- The NAVFAC 9-11014/20 (EF) must be signed by a designated
approving authority prior to being submtted to G6.

B-2
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APPENDI X C

COURSES OFFERED BY TRAINI NG

The following subjects are offered:

Mcrosoft Ofice

Conputer Security

NT 4.0

Conput er Basics

I nt er net

Informati on Technol ogy

Wndows 95

W ndows 98

MCSE Study Course

TCP/IP (For Select Users Only)
Networking (For Select Users Only)
Exchange Server (For Select Users Only)
VWb Design (For Select Users Only)

C
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APPENDI X D

TELEPHONE SERVI CE | NFORVATI ON

1. dasses of Telephone Service/Features. A listing of classes of
tel ephone service and features provided by the SL-100 sw tching
system can also be found in the MXCDC Tel ephone Directory and in the
Tel ephone Control Oficers training guide published by the

Tel ecommuni cations  Branch.

dass A Permts l|ocal commercial, |ong-distance, and DSN calls.
Gass C Permts on-Base calls only.

2. Quarters Tel ephone Service

a. Cccupants of government quarters, who desire tel ephone
service, nust contact the commercial telephone conmpany directly. The
ACS, G6 is not authorized to coordinate private telephone service.

b. Barracks = Marine Corps Comunity Services (MXCS) coordinates
all personal telephone service in the BOQ’s and BEQ's. The ACS, G6
is not authorized to coordinate personal telephone services that are
under the cogni zance of MCCS.

3. Pay Tel ephones

a. Pay station telephones are owned, operated, and naintained by
comerci al tel ephone conpanies and are, by permssion of the
Commandi ng General, MCCDC, installed for the convenience of the
publ i c. POC for pay stations is MXCS

b. Evidence of any tanpering with or damage to these tel ephones
should be reported to the Marine Corps Exchange Oficer, telephone
640- 7171.

4. Emergency Calls. Energency services can be accessed by dialing
911.

5, Def ense Switched Network (DSN). DSN is the principal |ong-haul,
voi ce communications network within the Defense Comunication System
It provides unsecured direct distance dialing service worldw de
through a system of governnent-owned and |eased automatic sw tching
facilities. To access DSN from MCB O ass A phones, dial 94 plus the
7-digit DSN access nunber.

D-
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APPENDI X E

HEALTH, MORALE, AND WELFARE (HWY/COFF-NETTING DEFENSE SW TCHED
NETWORK  ( DSN)

1. Of-Netting DSN Calls. Manual interconnection of |ong-distance
(originating at another switch) DSN calls with a local or long-

di stance commercial network (on- or off-netting) is only allowed for
the follow ng purposes:

a. HVWV DSN may be used to place HWNV calls from or to OCONUS
isolated or rempote geographic |ocations because of non-availability

of acceptable commercial services. CinC’s wll establish policy for
aut hori zation, <control, and duration of HMN calls to be conpatible
with operational requirenents, local restrictions, and host-nation

| aws or agreenents. The following conditions apply to HWV use of
DSN:

(1) Calls should be placed only during nornmal non-duty hours
at the originating location and where possible timed to avoid the
normal duty period at the termnating |ocation.

(2) Calls nust be placed only at the ROUTINE precedence and
normal |y should not exceed 15 m nutes. Of-netting at the distant
end is at the discretion of |ocal comranders, who are encouraged to
permt HWV calls. An off-net HWV call that would incur a toll charge
may be placed if the called party agrees to accept the charges on a
collect-call basis or sone other arrangenment (i.e., credit card).

(3) No off-net HWW call wll incur a toll charge to the
government even if the intent is to reinburse the governnent.

(4) Calls may be placed only through the local installation
operator or, in the absence of an installation operator, from a
tel ephone under a commander's supervision to ensure conpliance wth
the controls described above.

E- |
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APPENDI X F

FI ELD TELEPHONE W RE

1. Field Tel ephone Wre

a. Field wire will not be placed on utility poles, or in the way
of vehicular or pedestrian traffic.

b. Stringing of field commnication wre from a tree to a
building; from building to building; on trees within 100 yards of a
building; or within 50 yards of an electric or comunication |ine
requires prior approval from the ACS, G6.

c. Under no circunstance will wre be suspended over or across
electric lines.

d. The mninum distance for any fixed electric or telephone Iline
to field communication lines is 6 feet.

e. Adinbing poles installed and naintained exclusively for
training is acceptable.

f. The use of overhead steam lines or fences to support field
wire is prohibited.

g. Al ground-laid wire along paved roads wll be installed on
the back slope of the ditch, and wll be renoved immediately after

conpletion of the exercise.

F-1
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APPENDI X G
DI ALI NG | NSTRUCTI ONS
Local Calls

On Base Dal 784 + four digit extension

Local Area Dial 99 + area code + seven digit
phone nunber

MCB, Quantico Information: Dal 784-2121

Frederi cksburg FX lines: Dial 99 + 1 + area code + seven digit
phone nunber
The follow ng prefixes can be reached
without a toll charge: (371, 372, 373,
891, 898, and 899)
If all FX lines are busy, a recording

W | |

your

Long-Di stance Calls (For

Donestic Calls D al
phone
| nt er nati onal Calls Di al

Def ense Switched Network (DSN)

CONUS Calls D al
OCONUS Cal l's Di al
phone

inform you of
option to continue the call
| ong distance charge or
cal |

this and give you the
and incur a
hang up and try
| ater.

Official Use Only)

99 + 1 + area code + seven digit
nunber

99 + 011 + country code + nunber
94 + seven digit phone nunber

94 + DSN area code + seven digit
nunber

Gl
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Calling into MXB, Qantico

From Local Area D al 784-XXXX
Long D stance D al 703-784-XXXX
DSN Dal 278-XXXX

*Personal |ong-distance calls nust be charged to a personal calling

card or charge card, or placed as a collect call. Personal long-
distance calls charged to a governnment telephone nunber are not
authorized, even if the caller intends to reinburse the governnent.

G2
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APPENDI X H

TELEPHONE BI LLI NG PROCEDURES

The Budget/Accounting/Billing Section (BABS) provides precise
accounting of the commercial and mlitary teleconmunications services
aboard MZB, Quantico and ensures accurate billing statenments and
customer reports for both the Base Telephone Oficer and individual
Tel ephone Control Oficers (TCO. This section distributes

el ectronic copies to each Billing Account Code on a nonthly basis and
closely monitors the Tel ephone Managenent System for any possible
billing errors. The TCO (custoner) is responsible for certifying
their nonthly telephone bill received from the Accounting Liaison
Branch, Conptroller Division, and to notify the BABS, Logistics
Branch/ G 6, regarding any billing errors or discrepancies.

Procedures for wunofficial calls:

1. Tco’s verify all calls, and report unofficial calls to the G&6
BABS.

2. The BABS collects the funds for reinbursenent, and credits
custonmer accounts accordingly.

3. Any billing questions can be directed to the BABS (784-5010).

H- |



COW ELEC SCP

APPENDI X |

NETWORK  ADM NI STRATOR  FORM

From Commandi ng Ceneral, Marine Corps Base, Qantico, VA
22134 (B 50)
To:

Subj : PRCH BI TED CONDUCT BY NETWORK ADM NI STRATORS

Ref : (a) MCBO P2831.1A

1.  You have been assigned duties as a network admnistrator with the

G 6, MB, Qantico, VA Your duties are set out in the reference.
You are instructed to read those portions of the reference that
pertain to your assignment and to adhere to the procedures set out in

it.
2. You are also advised that, as a network administrator, there are

sone actions that you are forbidden to carry out and some actions
that you may take only with the permssion of higher authority.

Those actions are:

a. I will not change a user's password w thout proof of
identification of the requesting user.

b. I wll not change a user's account properties unless the user
or the Information Systens Managenent O ficer nakes a request via
trouble ticket.

c. | wll not allow anyone to view another user's nailbox unless
witten permssion is provided from the Commanding GCeneral, MCB,

Quanti co.

d. I will not view nor manipulate another wuser's nmailbox unless
specifically directed by the user, Information Systens Managenent
Oficer, the Assistant Chief of Staff, G6, or the Commandi ng
Ceneral, MIB, Quantico.

e. I will not grant network admnistrative access to anyone
without the consent of the Information Systens Managenent O ficer.

f. I wll not use the renote control feature of Systens
Managenment Server to take control of a client without the permssion
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Subj : PRCH BI TED CONDUCT BY NETWORK ADM NI STRATCRS

fromthe user, Information Systens Managenent Oficer, the Assistant
Chief of Staff, G6, or the Commanding GCeneral, MIB, Quantico.

g. | wll not use the admnistrative control | have as a network
admnistrator to affect files, software, or hardware within the
network except in the course of ny lawful duties. For exanple, |
will not delete files within the network except under direction of
conpetent authority.

h. I will report any violations by other network admnistrators
to the Information Systens WManagenent Oficer, the Assistant Chief of
Staff, G6, or the Commanding GCeneral, MIB, Quantico.

3. You are advised that failure to comply with this Mnual can
result in punitive or adverse admnistrative action.

/s8/
(date)
FI RST ENDORSEMENT
From
To: Commandi ng Ceneral, Marine Corps Base, Qantico, VA
22134 (B 50)
1. Received. I will conply with all the provisions of this Manual.

| understand that ny failure to do so may result in punitive or
adverse admnistrative action.

/s/
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